
Digital citizenship
Definition:  The norms of 
appropriate, responsible 
behavior with regards to 
technology use.

DIGITAL CITIZENSHIP @

Technology skills are important for students to learn in today’s world. In fact, technology skills are 
required by the State of Texas in every grade K-8, and integrated in subjects 9-12. Computing 
devices are necessary to learn technology, but when devices open a window to the World Wide 
Web, how do we manage the content accessed by students?

As a district, Midway educators spend considerable time teaching the concept of digital 
citizenship with students year-round. Staff members are dedicated to facilitating proper use 
of mobile devices, utilizing technology tools and supervision to limit access to inappropriate 
content, and on-going efforts to address concerns. 

To keep students safe, it takes all of us. Please join us in a dynamic partnership between staff—
technology department, instructional technology department, curriculum, and faculty—that also 
includes roles and responsibilities for parent involvement and supervision, as well as student 
behavior expectations.



CONTENT FILTERING
Our district takes student safety online very seriously. We 
utilize an industry leading, CIPA-compliant (Children’s 
Internet Protection Act), content filtering solution to create a 
safe and positive digital learning environment for our students 
and teachers. As part of our filtering, we block the following 
types of content online:

• Alcohol & Tobacco 
• Social Media
• Messaging
• Guns & Weapons 
• Pornography & Nudity 
• Swimsuit 
• Adult Content 
• Dating & Personal Sites 
• Forums 
• Gambling 
• Streaming Radio/TV 
• Violence/Hate 
• and more… 

Desktops, laptops, and mobile devices are all filtered 
utilizing the categories listed above. Websites are placed in 
a category based on a reference database provided by the 
district content filtering solution. The district does have the 
ability to override specific websites if they are inappropriate. 
We have teachers, staff, and students report inappropriate 
sites occasionally and we always look into the issue promptly. 

iPAD-SPECIFIC FILTERING

In addition to Internet filtering, we have measures in place for 
iPad specific policies. We utilize a mobile device management 
solution that enables the district to place profiles on student 
and staff devices. See below for some of the policies and 
controls we have in place specific to the iPad for students.

• K-6th grade does not have access to the App Store
• 7-8th Grade is undergoing changes right now to make the 

App Store inaccessible
• Internet traffic is routed back through our content filtering 

solution when an iPad is located outside of the district 
network

• iMessage is inaccessible
• Siri Profanity Filter is active
• Apple ID Account Modification is inaccessible
• iTunes Music Store is inaccessible
• iBookstore is inaccessible
• Game Center is inaccessible
• News app is inaccessible
• Podcasts app is inaccessible
• Music service within the Music App is non-functional

district safeguards



ADULT SUPERVISION & INSTRUCTION EXPECTATIONS
There is also of course a crucial human component to ensuring students are on-task and 
safe on mobile devices. Below are the procedures and guidelines we use to educate our 
students and teachers to help with the management of the devices.
 
For all grades
Within the classroom, we recommend to teachers:
• Place items such as Music and utility apps in a separate folder and explain to students 

to stay out of this folder since using these apps can prevent the iPad from working
• Have a procedure in place so students know when they can be on the iPad (Apples 

Up/Apples Down)
• Devices should always be kept flat on the table since this makes it easier for the 

teacher to monitor
• Active monitoring – Where the teacher is walking around the room and engaged with 

what the students are doing
• Free time – If a teacher decides to give students “free time “ on the iPad, list the 2-3 

apps the students are allowed to use then actively monitor
• Email should only be used with the teacher’s permission (elementary only)

Younger grades require additional procedures and supervision:

 

Other procedures/suggestions
If the instructional technology specialists discover inappropriate content on an app or on a 
website, they immediate contact technology.  If a teacher discovers inappropriate content, 
the teacher can either relay that information to the instructional technology specialist or 
directly to technology.

Student  
Expectations
Students are expected to 
stay on-task and follow 
rules and instructions. 
Review the Student 
Acceptable Use Policy 
at: mlink.midwayisd.org/
acceptable-use-policy/ 

Any student who engages 
in conduct that results in 
a breach of the district’s 
computer security will be 
disciplined in accordance 
with the Student Code of 
Conduct. 

Report concerns
While Midway’s content 
filtering is still active on 
iPads that are brought 
home from school, teacher 
supervision stays at 
school. 

If you notice issues while 
you are monitoring your 
child’s use, you can 
report access they feel is 
inappropriate to: 
filter@midwayisd.org

Kindergarten
• The teacher and at least 2 instructional 

technology staff go into every 
kindergarten classroom when the 
iPads are distributed

• Before the iPads are given to the 
students we use a Keynote slideshow 
to go over the rules:

1. Do not take pictures, videos, or 
audio of others without teacher 
permission and permission of the 
person.

2. For inappropriate content the 
students should:

       - Turn iPad Apples Up
       - Do not show your friends
       - Take your iPad to your teacher
3. Always follow your teacher’s 

directions
• Students demonstrate their 

understanding of the rules through 
practice and responding to questions.

1st-4th Grades
Teachers are given a checklist to follow for 
distributing iPads. The checklist includes:
• Watching a rules video with the 

students:  
https://voice.adobe.com/a/j6pA5/

• Go over the rules again before the 
students sign the agreement

• Discuss specific classroom procedures 
the teacher may implement

• After the students are given the iPads, 
the checklist encourages the teachers 
to have the students watch the video 
again and review the rules.



AT HOME with family
Don’t forget your personal devices at home! The same issues that affect school iPads 
affect all computers and phones that access the Internet, and app protection is needed 
for all iPads, iPhones, iPod Touches, and iWatches that you allow for your teen or child 
to have. The school district has many barriers to content in place for school devices, but 
your student likely has access to inappropriate content on your own personal devices, 
especially smart phones. Please visit MLink to access some recommended measures you 
can put in place at home.

MLink.midwayisd.org
A comprehensive website has been created to help parents, students and 
staff be informed about instructional technology and mobile devices.

MLink includes:

· Answers to frequently asked questions
· Troubleshooting guides
· Tips for students and staff using iPads
· Parent & student user agreements
· Articles explaining 21st Century Learning (instructional technology)
· Highlights on technology use within Midway ISD schools

IN THE FUTURE...
Also, please know 
that Internet and app 
monitoring is an ongoing, 
evolving process that 
requires proactive 
research for tools by 
our technology and 
instructional technology 
departments and 
reactive responses to 
new software updates 
and apps that come out. 
For instance, a recent 
iOS software update 
introduced new controls 
for apps like the Apple 
Podcast app and the 
district implemented 
those new controls 
recently. MISD utilizes 
the appropriate policy 
settings that Apple makes 
available, and the district 
has also communicated 
with Apple that more 
granular access to 
settings within their line of 
products is needed.

The district Technology 
Committee consisting 
of teachers, parents, 
students, and technology 
staff continues ongoing 
efforts of reviewing the 
district’s technology plans, 
efforts and issues.


